Austin H. Keenan
austin.keenan@protonmail.com  201.5195181
A proficient, adaptable and detail-oriented security operations practitioner who is looking to deepen experience and expertise with long-term tenure in an enterprise environment.

· WORK EXPERIENCE:
- Santander US/SBNA                                            								(September 2021 - present)
Associate, Information Security
· Develop and manage weekly, bi-weekly and monthly metrics reports for the bank’s Cyber Threat Detection Management unit’s testing and development teams
· Provide analysis of ticket hygiene and process adherence at team meetings and bi-weekly Sprint Planning/Review meetings
· Develop and manage material used in Cyber Threat Detection’s governance function, a quarterly process review titled the “Detection Assurance Forum” (DAF)
· Manage and develop observations report from the activities and collaboration resulting from the DAF
· Schedule workshops needed to fulfill requirements of DAF
· Assist in development of KPIs/KRIs upon request and as needed
· Assist in developing baseline ruleset for DLP program; provide analysis of compliance in existing ruleset
· Remediate non-compliant rules through requests and fine tuning
· Splunk ES (SIEM), Resilient, PowerShell, JIRA, Confluence, Crowdstrike, Active Directory, McAfee ePO/Trellix
- Lutron Electronics                                                  							  (October 2020 - September 2021)
	Security Technician
· Alerts triage and investigation for enterprise-wide antivirus and cloud application security
· Vulnerability Tracking for monthly vulnerability scans along with follow ups for remediation
· Monitoring phishing report inbox and analysis of emails for malicious indicators
· Firewall administration including rule configuration and client managing activities
· Conduct investigations based on tickets provided by managed security provider (Arctic Wolf)
· MFA administration for government contract division of Lutron (CUI)
· Daily analysis of industry news and trends for threat intelligence purposes
· Crowdstrike, Azure, Symantec Endpoint Protection Manager, DUO, Nessus, OneTrust, ServiceNow
- Customers Bank                                              								(February 2020 - September 2020)
Jr. Cyber Risk Specialist
· Continuous monitoring of third party risk vectors using Security Scorecard
· Tracking risk analysis projects and providing status updates
· Preparing Information Security Risk Assessments in table form as well as Executive Summary forms
· Provide feedback on Risk Analysis Program initiatives including review of various GRC tools
· Assist in development of workflows and procedural documents
· Day-to-day security administration tasks as needed
· Security Scorecard, Venminder, Splunk, Active Directory
- Santander US/SBNA                                                 								(March 2019 - August 2019)
Jr. Cybersecurity Analyst
· Day-to-day, log-based security monitoring operations in Cybersecurity Fusion Center’s (SBNA’s Tier 2 SOC and triage center) Insider Threat program via SIEM (Splunk ES)
· Assist in the development, automation, generation and reporting of monthly/weekly metrics using Resilient, Excel, Powerpoint, and Splunk ES
· Triage DLP alerts via SIEM and endpoint; conduct investigations for print, email and removable media
· Facilitate meetings for Ticket Review (Resilient), Use Case Management (JIRA) and Weekly Stand-ups
· Assist in development of workflows and procedural documents for security monitoring
· Firewall compliance analysis for change rules and approval matching (documentation) via Tufin
· Splunk ES (SIEM), Resilient, Symantec DLP, McAfee ePO, Tufin, PowerShell, JIRA, Confluence, Crowdstrike, Nessus, Active Directory



- QMA - Prudential                                                  								 (July 2018 - March 2019)
Information Security Analyst –Paid Internship
· Analyze and develop daily, weekly and monthly reports utilizing enterprise security monitoring tools such as Varonis, QRadar (SIEM), Nessus Tenable, Bluecoat, Process Unity, Imperva SecureSphere, PowerShell, Active Directory
· Produce information governance and security metrics used for monthly reporting to Prudential 
· Conduct in-depth analysis and comparison of engineering standards and controls
· Analyze role-based permissions access using Varonis and Active Directory for enterprise applications (IAM/PAM); Process application security approvals and exceptions as needed
· Obtain and file direct approval for user access lists on a quarterly, semi-annual and annual basis
- Electromagnetic Industries                                                                     		    		   (May 2018 - July 2018)
Cyber Security Admin/IT Helpdesk Admin – Paid Internship
· Establish security policy with a focus on becoming ISO 27001 compliant
· Develop proposals for construction of process-heavy professional workstations
· Troubleshoot employee technology issues including Active Directory management, application installation, email and database availability
· Administrate and analyze logs for company’s anti-virus and firewall solutions
- Saint Peter’s University                                                                     			    (January 2018 - May 2018)
Cyber Security Center Analyst – Internship
· Demonstrate deep understanding of software industry and information technology practices
· Maintain working knowledge of industry standards and latest news from NJCCIC membership
· Identify information to be included in Cyber Security Center Knowledge Repository
- Academy Service Group                                                                    			    (July 2015 - October 2016)
Project Manager
· Dispatch and manage facilities maintenance projects nationwide for corporate customer base;  corporate account management for Children’s Place, Ruby Tuesday and Charlotte Russe
· Develop and distribute standards of procedure and email templates for conducting business

· EDUCATION:	Saint Peter’s University | BPS in Cybersecurity (2019) | GPA: 4.0/4.0
Curriculum Outline: Secure Software Engineering, Cryptography (graduate level), Ethics for Information Technology, Database and Data Administration, Network monitoring, forensic and pen-testing tools (Wireshark, pfSense, Nmap, Kali, Metasploit, Autopsy, FTK Imager, SQL)

· CERTIFICATIONS:	AWS Certified Cloud Practitioner

· MEMBERSHIPS AND AWARDS:       
· Alpha Sigma Lambda - National Honor Society: 2018, 2019
· Gold Medal for Academic Excellence: 2018, 2019
· James J. Damiano ‘53 Award for Leadership and Academic Excellence
· Member of Initiatives of Change Community Trustbuilding Fellowship: 2018
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